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Tradlos teknik

Fordelar

- HOg flexibilitet; kraver inga kablar

Nackdelar

- Kanslig for oavsiktliga storningssignaler 1 luften
- Kanslig for avsiktlig storning
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Nya datorer slar ut gps

Hogfrekventa processorer kan
skapa storningar for SOS Alarm

Nya datarer stir Ul gps-motia-
gare. En birkar dator | &n amba-
lans kan innebira katastrod,

- Dt shulle vara mycket,
myckatl basvirando om vi inte
FAr riitt imformation om ambu-
lans@rnas slhuation, sSger
Anders Klarstrim pd $05 Alarem,

Orperatibrerna diclpe-
e ambidaiser bland
ARnsl utdrin gpe-m-
Esemanion, Beroende
pi omode st shll
I ksEr war de &r ofh
vart de ska wd fead
beshuten, shger Andlers Anders
Elarstriion. Klaraiwiim,

En iy upelersikning

frkn Forsarets lorskninpminsing, Fol
wisar nonatt bedt vanbiga datorer &n
=@ Wt gps-montagane, Det &r daio.
rermasallt snabbare protesomr sim
siaqar shtirsignaler det b Kvemabsaml
dir gps-sagnalen lgger. NiT summa
umdersikning gjomdes [ m e
clap faria= iabe probilemens

= Ml Iliriar sMustonsn bl zllvarlig.
Fier pratacle man conatt atambomber
kurudle sE it odikiz syslem o eie Jas-plan.
i sl vanlig elekimonlk ur wikelgs
svsfem ek Wt man inke bl en
gpe-pragare visa fel eller bliksvr,
skperieterStenemmgaard g FOL

Tiikire har aron kg EpS humad
saklbgen i ptemieis sicbarbet vl
akimy starming | samhand meed Brugt,
e yva beevisen A6 alt vanlsg vardags-
telnik slir ub motagarng sk d-
gaiwl et annot sammanleng. Debis
i anr gy ansilndds Kl e vik-
e s kil =i, som automarick
I,:-u!.i.;u ineTing vid olycoor och anifra
larmiganster. Citka fo
av lamdets ambiolanser
s clelvis intelehin gpes
Imbmation

— W1 hap vl gl
ut pch vamar milicdra
styrknr for fibd ema av
Pater Stan=  wttTrgaona,  MNatie-
immsgaard, figeviz kan det veazka

wior skeaedn dven cvile,
uidppex Peter Memmmgaard.

Ol pi 505 Alaren ser man alhar-
Ligt pdi sitsaijondn, Pt amba
laswernd &r mbnga personlam s
tarde med en gps-funkoion 6 L
hescimning, Bara 505 Alarm har dryge
7000 lazm ute, Exemipels amvindy
dhesa av Vamendalls Bojereparatioey
ool emmamarbetande Eronmfogidar.

- Mar det ghller personiamm hardet
Figekomimil ot posddopen inte hiar
vppdaterats pd ett sntal mmimar, =3
per Anders Klarstrém

Dilw Mygdeds (0P 705 £5 08

ol myparde ity teknik. e

R T T ————————

Civil gps kiinsligare dn militirens

& Bps-signalon sinds pd trok-
venserna 186 GHz T8r civilt bruk
och 1.2 GHr fér millitict bruk,

@ Milithr sipnod har bandbeedd
20 MMz, cluiln har 2 MHE. Det
gl den civila mer kinaiig.

Ny dator
forstor
din GPS

Nya datorer kan slautGPS-
mottagare, visar en under-
sokning frin Forsvarets
forskningsinstitut, FOL
505 Alarm riskerar dar-
med stora stérningar i am-
bulans- och larmverksam-
heten.

Dret Gir de nva datorernas
allt snabbare processorer
som skapar storsignaler i
det frekvensband som
GIPS-signalerna lipper pa.

- Vihar redan gattut och
varnat militira styrkor fér
téljderna av stérningarna,
siiger Peter Stenumgaard
pa FOIT till Ny Teknik.
(Aftonbladet)

En blirhar dator | en ambudans kan betyda att 505 &arm inte T infarmation om ambalansens [Bge.
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| ntersystem-interference triggered the self-destruction mechanism
In the UAV Global Hawk during test flight*)

*) Institute for Defense Analyses (IDA)
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Civilian vs military telecommunications

Driving forces behind technical properties

Commercial Military special

Interests: requirements:
Capacity
Coverage & availability
where the customers
are

* Robustness against
interference

« Stealth properties

» Peer-to-peer

* Low price » High requirements
* Low power for real-time
 Existing infra applications

structrure * Network planning
on the move.

e Create infra structure
during mission
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Robustness vs Capacity —
you can never get both

Robustness against Capacity
interference

—

- As less redundancy

-”Reqtflres redgn’fjancy as possible e.g. high
) St_e_e > capal_mty_ data rate.
) M'“tary ?p_p 'C"’?t!O”IS ¢ -"Steels robustness”
) Des'“f"b €in f:”t'.ca safety & - Civilian consumer
secquty appllcqyons_ | electronics”
- Desirable in critical industrial
applications
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Stortalighet

Stortalighet innebar att en del av datastrommen
anvands till redundant information. Redundansen
okar systemets talighet (eng. robustness) mot
storningar

* Exempel pa redundans kan vara

- Storre frekvensband an nodvandigt
- Redundanta (extra) datasymboler | datastrommen

= Okad stortalighet stjal alltsa resurser som t ex

skulle kunna anvandas till hogre datatakt/kapacitet
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Do not mix up encryption with
robustness against interference!

get out any information from the
communications.

«+ Robustness means that an illegal actor can not
disturb the communications by the use of
Interference signals.
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Stealth — another dimension for military systems
Military

Robustness

Dynamic systems

Stealth

_Military
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Example: Army combat radio Ra 180/480

~= Optimized for robustness against interference
Frequency hopping
- 25 kHz channel bandwidth 5 5 #2320 channels,~120 hops/s
| >
30 88 Frequency [MHZz]

* Processing gain 10log(58/0.025) = 34 dB
* The radio uses 2320 times more bandwidth than necessary for its data rate.
» This extra redundancy is used as increased robustness against interference.
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Example: Army combat radio Ra 180/480

A jammer must use 2320 times higher power to crate the same damage
compared to if the radio only used one channel

>

|
30 88 Frequency [MHZz]

—_ _
'

The jammer must spread its power over a larger bandwidth
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Example: Army combat radio Ra 180/480

Number of channels | Resulting bit error
disturbed probability (BEP)
1 2-104
2320 0.5

The robustness reduces the BEP from 0.5 to 2:104

30

>

|
88 Frequency [MHZz]
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Example: TETRA

~+ TETRA specifications were optimized for public safety
requirements in Europe.

- Mobile base stations (=50 km), peer-to-peer (~3 km)
communication

Frequency bands
380-390 UL / 390-400 DL
410-420 UL / 420-430 DL
450-460 UL / 460-470 DL
Physical layer
 Channel bandwidth 25 kHz, TDMA 4 time slots
e Modulation /4 DQPSK
e Bitrate 7.2 kbit/s for speech
 Error-correting codes for increased range,
not for increased robustness
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Example: TETRA

* No extra redundancy for robustness

« Small frequency region => no large improvements if frequency hopping
had been used.

e Easy to jam, vulnerable for unintentional interference

» Encrypted traffic =>difficult for an illegal actor to extract information
from the signal
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Military vs civilian GPS systems

122160 157542

__Military, 20 MHz bandwidth
___Civilian, 2 MHz bandwidth
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The vulnerability is explored by illegal actors

Riots during the EU summit in Gothenburg 2001

Demonstrants take advantage of the sensitivity of the police’s radio
system to interference and manage to prevent communication during
critical phases of the riots.

Car burglary

Criminals have used jammers to block the remote control receiver for
car keys to prevent the owner to lock the car. When the owner
leaves the car it is emptied by the criminals.

A market for illegal jammers
Products, schematics and components for jamming is today easy to
buy on the internet.
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Wireless In safety & security
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It is hazardous to use standard civilian wireless
products in applications that need large robustness
against interference.

For industrial applications, the interest of robustness
against interference is growing due to higher needs of
reliable wireless systems.
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